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Executive Summary 
Current software often does not do what users wish due to defects, including 

security vulnerabilities. The defects (including vulnerabilities) may be unintentional or 
intentionally inserted. This presentation argues that it is possible to design, select, and 
modify our programming systems to reduce the presence or impact of defects or, in some 
cases, eliminate them entirely. This involves designing or modifying our programming 
languages, style checkers/enforcers, libraries, frameworks, package managers, and other 
software development infrastructure to counter these defects. 

This presentation makes the argument that it is possible to counter defects by 
identifying many approaches that can be applied to the programming language 
specifically and by tooling support for development processes more generally. 

Programming languages can be specifically designed to help counter defects. Their 
syntax can be designed to be unlikely to get wrong and unlikely to be misunderstood, for 
example, by preventing common mistakes like swapping “=” for “==” and countering 
misleading (underhanded) use of comments. The semantics of common operations should 
be clear to developers and avoid “magic” (special cases that do not always work). 
Programming languages should eliminate or greatly limit undefined behaviors (situations 
where the program can do anything at all). There has long been a debate between 
advocates of static and dynamic typing. Their advocates should instead learn from each 
other: designers of statically typed languages should emphasize speeding code 
development by reducing what the developer needs to declare or know (e.g., type 
inference), and designers of dynamically typed languages should find ways to gain some 
of the benefits of static types (e.g., via optional static typing). Using clear names, 
supporting pre-conditions/post-conditions/invariants, and good error-handling support 
can all help counter defects. 

More generally, tools can be developed to support development processes, including 
design, implementation, validation, and sustainment. Tools can help support the secure 
development principles of Saltzer & Schroeder, such as simple design, fail-safe defaults, 
least privilege, and psychological acceptability (particularly by supporting “least 
astonishment”). Libraries can be provided to support input validation. Tools should be 
designed to counter each of the common types of vulnerabilities identified in the OWASP 
Top 10 and the CWE/SANS Top 25 (such as SQL injection, cross-site scripting, and 
buffer overflow). There should be a recommended test framework that measures at least 
statement and branch coverage. A built-in standard assert capability and support for 
something like QuickCheck is also valuable. Supporting fuzz testing (e.g., quicker 
function restarts and easily retrievable “number of branch executions” counts) can also be 
helpful. It is also valuable to ease the creation of static analysis tools (e.g., providing 
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libraries/APIs to get data about a program). Formal methods can be valuable as well, but 
they are also expressed as languages and there should be support for reducing defects in 
formal specifications. It is usually a bad idea to rewrite whole programs, so the system 
should instead support incremental improvement over time. Designers should also 
provide mechanisms to mark interfaces as deprecated and avoid “silent” changes in 
semantics. Tools should detect obsolete components or those with vulnerabilities and 
enable easy updates. Finally, tools should be usable when disconnected from the Internet, 
as that can reduce the attack surface. 

The myriad approaches demonstrate that programming systems can be designed to 
improve resilience. It is best to do it up front, as many of these changes are more difficult 
to apply later, but some incremental improvements can also be made to existing systems. 
In conclusion, if we want to reduce software defects, programming system developers 
must consider countering defects as an important objective. 



In
st

itu
te

 fo
r D

ef
en

se
 A

na
ly

se
s

48
50

 M
ar

k 
C

en
te

r D
riv

e 


Al
ex

an
dr

ia
, V

irg
in

ia
 2

23
11

-1
88

2

A
pp

ro
ac

he
s 

to
 C

yb
er

-R
es

ili
en

ce
 

th
ro

ug
h 

La
ng

ua
ge

 S
ys

te
m

 D
es

ig
n

H
ig

h 
In

te
gr

ity
 L

an
gu

ag
e 

Te
ch

no
lo

gy
 (H

IL
T)

 In
te

rn
at

io
na

l 
W

or
ks

ho
p 

on
 C

yb
er

-S
ec

ur
ity

 In
te

ra
ct

io
n 

w
ith

 H
ig

h 
In

te
gr

ity
, 

Bo
st

on
, M

as
sa

ch
us

et
ts

20
18

-1
1-

05
by

D
av

id
 A

. W
he

el
er

Ph
D

, C
IS

SP
dw

he
el

er
 @

 id
a.

or
g



Th
e 

pr
ob

le
m


So

ftw
ar

e 
do

es
n’

t d
o 

w
ha

t u
se

rs
 w

is
h 

du
e 

to
 

de
fe

ct
s,

 in
cl

ud
in

g 
se

cu
rit

y 
vu

ln
er

ab
ilit

ie
s


Es

pe
ci

al
ly

 fo
cu

s 
on

 v
ul

ne
ra

bi
lit

ie
s


D

ef
ec

t c
at

eg
or

ie
s 

fo
r o

ur
 p

ur
po

se
s:


U

ni
nt

en
tio

na
l d

ef
ec

ts


Se
cu

rit
y-

re
la

te
d 

de
fe

ct
s


N

on
-s

ec
ur

ity
-re

la
te

d 
de

fe
ct

s


In
te

nt
io

na
l d

ef
ec

ts
 fr

om
 m

al
ic

io
us

 in
di

vi
du

al
 o

r 
su

bv
er

si
on

 a
pp

ea
rin

g 
to

 b
e 

fro
m

 in
di

vi
du

al


N
ee

d 
to

 h
el

p 
or

ga
ni

za
tio

n 
co

un
te

r u
nd

er
ha

nd
ed

 c
od

e


M
al

ic
io

us
 o

rg
an

iz
at

io
n:

 H
ar

d 
to

 d
ea

l w
ith


O

rg
an

iz
at

io
n’

s 
go

al
 &

 m
ig

ht
 n

ot
 b

e 
co

ns
id

er
ed

 d
ef

ec
ts


M

ec
ha

ni
sm

s 
to

 s
up

po
rt 

in
de

pe
nd

en
t r

ev
ie

w
 c

an
 h

el
p

1



Th
e 

qu
es

tio
n


C

an
 w

e 
de

si
gn

/s
el

ec
t/m

od
ify

 o
ur

 p
ro

gr
am

m
in

g 
sy

st
em

s 
to

 re
du

ce
/e

lim
in

at
e 

pr
es

en
ce

 o
r i

m
pa

ct
 o

f 
de

fe
ct

s?


In
cl

ud
in

g 
se

cu
rit

y 
de

fe
ct

s?


Ye
s!


W

e 
ca

n 
de

si
gn

/m
od

ify
 p

ro
gr

am
m

in
g 

la
ng

ua
ge

s,
 s

ty
le

 
ch

ec
ke

rs
/e

nf
or

ce
rs

, l
ib

ra
rie

s/
fra

m
ew

or
ks

, p
ac

ka
ge

 
m

an
ag

er
s,

 &
 o

th
er

 in
fra

st
ru

ct
ur

e


Pe
rs

on
al

 e
xp

er
ie

nc
es

 w
ith

 A
da

 b
ac

k 
th

is
 u

p


Be
st

 to
 d

o 
it 

up
 fr

on
t, 

bu
t o

fte
n 

po
ss

ib
le

 to
 c

re
at

e 
ba

ck
w

ar
ds

-c
om

pa
tib

le
 im

pr
ov

em
en

ts


To
 c

ou
nt

er
 u

ni
nt

en
tio

na
l s

ho
ul

d 
fo

cu
s 

on
 c

om
m

on
pr

ob
le

m
s 

(e
.g

., 
O

W
AS

P 
to

p 
10

 &
 C

W
E/

SA
N

S 
to

p 
25

) 2



O
ut

lin
e 

(fo
r r

es
t o

f t
al

k)


Pr

og
ra

m
m

in
g 

la
ng

ua
ge

 tr
ai

ts


Sy
nt

ax
, s

em
an

tic
s,

 e
tc

.


D
ev

el
op

m
en

t p
ro

ce
ss

es
*


D

es
ig

n


Im
pl

em
en

ta
tio

n


Ve
rif

ic
at

io
n 

(d
yn

am
ic

 &
 s

ta
tic

)


Su
st

ai
nm

en
t

3

* 
Pr

oc
es

se
s a

re
 n

ot
 th

e 
sa

m
e 

as
 st

ag
es

 o
r p

ha
se

s. 
Pr

oc
es

se
s t

yp
ic

al
ly

 o
cc

ur
 

si
m

ul
ta

ne
ou

sl
y.

 S
ee

 IS
O

/IE
C

 1
22

28
 fo

r m
or

e.



Pr
og

ra
m

m
in

g 
la

ng
ua

ge
: S

yn
ta

x 
(1

)


M

ak
e 

sy
nt

ax
 “u

nl
ik

el
y 

to
 g

et
 w

ro
ng

 &
 u

nl
ik

el
y 

to
 b

e 
m

is
un

de
rs

to
od

”


Ex
am

pl
e:

 =
 v

s.
 =

= 
in

 C
/C

++


C
om

m
on

 m
is

un
de

rs
ta

nd
in

g


At
te

m
pt

ed
 2

00
3 

Li
nu

x 
ke

rn
el

 s
ub

ve
rs

io
n

i
f
 
(
(
o
p
t
i
o
n
s
 
=
=
 
(
_
_
W
C
L
O
N
E
|
_
_
W
A
L
L
)
)
 
&
&
 
(
c
u
r
r
e
n
t
-
>
u
i
d
 
=
 
0
)
)

r
e
t
v
a
l
 
=
 
-
E
I
N
V
A
L
;


C

an
 re

qu
ire

 s
pe

ci
al

 s
ty

le
 in

 c
on

di
tio

na
l


E.

g.
, “

ex
tra

” p
ar

en
th

es
es

 to
 w

ar
n 

of
 u

nu
su

al
 u

se


“Y
od

a 
co

nd
iti

on
s”

 (0
==

x)
 p

ar
tly

 s
ol

ve
 -

m
an

y 
co

ns
id

er
 c

on
fu

si
ng


It’

s 
be

tte
r t

o 
de

si
gn

 th
e 

la
ng

ua
ge

 to
 a

vo
id

 th
e 

pr
ob

le
m

!


Ja
va

 a
ls

o 
us

es
 =

 a
nd

 =
=,

 b
ut

 s
em

an
tic

s 
ex

pr
es

sl
y 

ch
an

ge
d 

to
 m

ak
e 

th
is

 u
nl

ik
el

y


Ja
va

 in
te

nt
io

na
lly

 d
oe

sn
’t 

au
to

-c
on

ve
rt 

to
 B

oo
le

an
, s

o 
“if

 (a
 =

 b
) 

…
” i

s 
us

ua
lly

 d
et

ec
te

d 
at

 c
om

pi
le

-ti
m

e


Ja
va

 h
as

 a
 d

iff
er

en
t p

ro
bl

em
: .

eq
ua

ls
, n

ot
 =

=,
 fo

r s
tri

ng
s

4



Pr
og

ra
m

m
in

g 
la

ng
ua

ge
: S

yn
ta

x 
(2

)


Sy

nt
ax

 s
ho

ul
d 

be
 e

as
y 

to
 p

ar
se

 w
ith

 
re

la
tiv

el
y 

lit
tle

 c
on

te
xt


Ea

sy
 fo

r h
um

an
s


Ea

sy
 fo

r e
di

to
r s

yn
ta

x 
co

lo
riz

in
g


En

su
re

 th
at

 e
di

to
r s

yn
ta

x 
co

lo
rin

g 
ca

n’
t b

e 
ea

si
ly

 fo
ol

ed
 b

y 
m

al
ic

io
us

 c
od

e


H
el

ps
 c

ou
nt

er
 u

nd
er

ha
nd

ed
 c

od
e 

by
 s

ho
w

in
g 

re
al

sy
nt

ac
tic

 ro
le

 (k
ey

w
or

d,
 e

tc
.)

5



Pr
og

ra
m

m
in

g 
la

ng
ua

ge
: S

yn
ta

x 
of

 
co

m
m

en
ts


So

m
e 

pu
bl

ic
ly

 a
va

ila
bl

e 
un

de
rh

an
de

d 
co

de
 

ex
pl

oi
ts

 c
om

m
en

t s
yn

ta
x


C

od
e 

in
 m

id
dl

e 
of

 c
om

m
en

t l
in

e


C
: /

* I
s 

th
is

 */
co

de
/* 

or
 n

ot
? 

*/


Fo
rb

id
 (b

y 
la

ng
ua

ge
 o

r l
in

te
r) 

co
de

 in
 a

 li
ne

 a
fte

r 
co

m
m

en
t t

ex
t


C

od
e 

m
as

qu
er

ad
in

g 
as

 a
 c

om
m

en
t


U

nd
er

ha
nd

ed
 P

yt
ho

n 
ex

am
pl

e:
ui

d 
= 

ge
t_

ui
d_

fro
m

_d
b(

us
er

na
m

e)
 //

 1
00

00
00

00
 is

 m
ax

 #
 o

f u
se

rs
…


Be

w
ar

e 
of

 a
llo

w
in

g 
an

ot
he

r l
an

gu
ag

e’
s 

co
m

m
en

t 
in

iti
at

or
 a

s 
an

 o
pe

ra
to

r!

6



Pr
og

ra
m

m
in

g 
la

ng
ua

ge
: S

em
an

tic
s


“W

ha
t c

om
m

on
 o

pe
ra

tio
ns

 d
o”

 s
ho

ul
d 

be
 

cl
ea

r t
o 

de
ve

lo
pe

rs


Be
w

ar
e 

of
 e

xc
es

si
ve

 m
ag

ic
 (w

ei
rd

 s
pe

ci
al

 
ca

se
s 

th
at

 d
on

’t 
al

w
ay

s 
w

or
k)


Ex

am
pl

e:
 J

av
aS

cr
ip

t “
==

”


“th
e 

==
 ru

le
s 

ar
e 

ea
sy

 to
 g

et
 w

ro
ng

 e
ve

n 
if 

yo
u 

fe
el

 li
ke

 y
ou

're
 fa

m
ilia

r w
ith

 th
em

” -
Ja

va
Sc

rip
t e

qu
al

ity
 g

am
e


Ad

de
d 

“=
==

“ o
pe

ra
tio

n,
 b

ut
 it

 lo
ok

s 
lik

e 
“=

=”


A 
st

yl
e 

ch
ec

ke
r c

an
 m

an
da

te
==

= 
in

st
ea

d 
of

 =
=

7

So
ur

ce
: h

ttp
s:

//s
lik

ts
.g

ith
ub

.io
/js

-e
qu

al
ity

-g
am

e/



Pr
og

ra
m

m
in

g 
la

ng
ua

ge
: U

nd
ef

in
ed

 
co

ns
tr

uc
ts


So

m
et

im
es

 n
ee

d 
to

 g
iv

e 
la

ng
ua

ge
 

im
pl

em
en

te
rs

 s
om

e 
“w

ig
gl

e 
ro

om
”


D

is
as

tro
us

 w
ay

: “
En

tir
e 

pr
og

ra
m

 m
ay

 d
o 

an
yt

hi
ng

 if
 a

ny
w

he
re

 in
 th

e 
pr

og
ra

m
 

so
m

et
hi

ng
 is

 u
nd

ef
in

ed
”


C

 d
oe

s 
it 

th
e 

di
sa

st
ro

us
 w

ay


H
ug

e 
nu

m
be

r o
f u

nd
ef

in
ed

 b
eh

av
io

rs


C
 s

ta
nd

ar
ds

 c
om

m
itt

ee
 is

 n
ow

 o
ne

 o
f y

ou
r 

m
os

t d
an

ge
ro

us
 a

dv
er

sa
rie

s 
if 

yo
u 

us
e 

C

8



U
nd

ef
in

ed
 b

eh
av

io
r:

 (S
im

pl
ifi

ed
) 

Li
nu

x 
ke

rn
el

 s
ec

ur
ity

 fl
aw

 #
1


Sa

m
pl

e 
si

m
pl

ifi
ed

 L
in

ux
 k

er
ne

l c
od

e 
w

ith
 a

 s
ec

ur
ity

 
de

fe
ct


“d

ev
->

pr
iv

” d
er

ef
er

en
ce

 p
re

su
m

es
 d

ev
 is

 n
on

-n
ul

l


If 
“d

ev
” i

s 
nu

ll,
 w

e 
ha

ve
 u

nd
ef

in
ed

 b
eh

av
io

r


C
 c

om
pi

le
r p

re
su

m
ed

 th
at

 d
ev

 is
 n

ot
 n

ul
l, 

an
d 

th
re

w
 a

w
ay

 
th

e 
“if

 (!
de

v)
 re

tu
rn

” c
od

e


C
om

pi
le

r f
la

g 
-fn

o-
de

le
te

-n
ul

l-p
oi

nt
er

-c
he

ck
s


Fo

rc
es

 th
e 

re
te

nt
io

n 
of

 s
uc

h 
ch

ec
ks

9

s
t
a
t
i
c
 
v
o
i
d
 
_
_
d
e
v
e
x
i
t
 
a
g
n
x
_
p
c
i
_
r
e
m
o
v
e
(
s
t
r
u
c
t
 
p
c
i
_
d
e
v
 
*
p
d
e
v
)

{
s
t
r
u
c
t
 
i
e
e
e
8
0
2
1
1
_
h
w
 
*
d
e
v
 
=
 
p
c
i
_
g
e
t
_
d
r
v
d
a
t
a
(
p
d
e
v
)
;

s
t
r
u
c
t
 
a
g
n
x
_
p
r
i
v
 
*
p
r
i
v
 
=
 
d
e
v
-
>
p
r
i
v
;

i
f
 
(
!
d
e
v
)
 
r
e
t
u
r
n
;

.
.
.
 
d
o
 
s
t
u
f
f
 
u
s
i
n
g
 
d
e
v
 
.
.
.

}
So

ur
ce

: [
R

eg
eh

r].
 h

ttp
s:

//i
sc

.s
an

s.
ed

u/
di

ar
y/

A+
ne

w
+f

as
ci

na
tin

g+
Li

nu
x+

ke
rn

el
+v

ul
ne

ra
bi

lit
y/

68
20

 &
[W

he
el

er
] h

ttp
s:

//d
w

he
el

er
.c

om
/s

ec
ur

e-
cl

as
s/

pr
es

en
ta

tio
ns

/S
ec

ur
e-

So
ftw

ar
e-

8-
Er

ro
rs

.p
pt



U
nd

ef
in

ed
 b

eh
av

io
r:

 (S
im

pl
ifi

ed
) 

Li
nu

x 
ke

rn
el

 s
ec

ur
ity

 fl
aw

 #
2


C

 s
ta

nd
ar

d 
: w

he
n 

in
te

ge
r i

s 
+ 

or
 -

fro
m

 a
 p

oi
nt

er


re
su

lt 
m

us
t b

e 
a 

po
in

te
r t

o 
sa

m
e 

ob
je

ct
 o

r o
ne

 p
as

t o
bj

ec
t e

nd


ot
he

rw
is

e 
th

e 
be

ha
vi

or
 is

 u
nd

ef
in

ed


By
 th

is
 a

ss
um

pt
io

n,
 p

oi
nt

er
 a

rit
hm

et
ic

 n
ev

er
 w

ra
ps


th

e 
co

m
pi

le
r c

an
 p

er
fo

rm
 a

lg
eb

ra
ic

 s
im

pl
ifi

ca
tio

n 
on

 p
oi

nt
er

 
co

m
pa

ris
on

s


Bo
th

 g
cc

 &
 c

la
ng

 s
im

pl
ify

 “(
bu

f +
 s

iz
e)

 <
 b

uf
” t

o 
“s

iz
e 

< 
0”


O

n 
32

-b
it 

cl
an

g 
w

ill 
el

im
in

at
e 

w
ho

le
 b

ra
nc

h 
(s

iz
e_

t i
s 

un
si

gn
ed

 to
 

al
w

ay
s 

tru
e)


C

om
pi

le
r f

la
g 

-fn
o-

st
ric

t-o
ve

rfl
ow

 s
to

ps
 c

he
ck

 re
m

ov
al

10

i
n
t
 
v
s
n
p
r
i
n
t
f
(
c
h
a
r
 
*
b
u
f
,
 
s
i
z
e
_
t
 
s
i
z
e
,
 
…
)
 
{

c
h
a
r
 
*
e
n
d
;

/
*
 
R
e
j
e
c
t
 
o
u
t
-
o
f
-
r
a
n
g
e
 
v
a
l
u
e
s
 
e
a
r
l
y
.
.
.
 
*
/

i
f
 
(
W
A
R
N
_
O
N
_
O
N
C
E
(
(
i
n
t
)
 
s
i
z
e
 
<
 
0
)
)
 
r
e
t
u
r
n
 
0
;

e
n
d
 
=
 
b
u
f
 
+
 
s
i
z
e
;

/
*
 
M
a
k
e
 
s
u
r
e
 
e
n
d
 
i
s
 
a
l
w
a
y
s
 
>
=
 
b
u
f
 
*
/

i
f
 
(
e
n
d
 
<
 
b
u
f
)
 
{
 
.
.
.
 
}

.
.
.

}

Li
nu

x 
ke

rn
el

’s
lib

/v
sp

rin
tf.

c

So
ur

ce
: [

W
an

g 
20

12
] “

U
nd

ef
in

ed
 B

eh
av

io
r: 

W
ha

t H
ap

pe
ne

d 
to

 M
y 

C
od

e?
”

ht
tp

s:
//p

eo
pl

e.
cs

ai
l.m

it.
ed

u/
ni

ck
ol

ai
/p

ap
er

s/
w

an
g-

un
de

f-2
01

2-
08

-2
1.

pd
f



C
 u

nd
ef

in
ed

 b
eh

av
io

r:
 G

et
tin

g 
w

or
se


“R

ec
en

tly
 w

e 
ha

ve
 s

ee
n 

sp
ec

ta
cu

la
r a

dv
an

ce
s 

in
 c

om
pi

le
r 

op
tim

is
at

io
n.

”


“S
pe

ct
ac

ul
ar

 in
 th

at
 la

rg
e 

sw
at

he
s 

of
 e

xi
st

in
g 

pr
ev

io
us

ly
-

w
or

ki
ng

 c
od

e
ha

ve
 b

ee
n 

di
sc

ov
er

ed
, b

y 
di

lig
en

t c
om

pi
le

rs
, 

to
 b

e 
co

nt
ra

ry
 to

 th
e 

pu
bl

is
he

d 
C

 s
ta

nd
ar

d,
 a

nd
 ‘o

pt
im

is
ed

’ 
in

to
 n

on
-w

or
ki

ng
 m

ac
hi

ne
 c

od
e.

”


“In
 fa

ct
, i

t t
ur

ns
 o

ut
 th

at
 th

er
e 

is
 p

ra
ct

ic
al

ly
 n

o 
ex

is
tin

g 
C

 
co

de
 w

hi
ch

 is
 c

or
re

ct
 a

cc
or

di
ng

 to
 s

ai
d 

st
an

da
rd

s 
(in

cl
ud

in
g 

C
 c

om
pi

le
rs

 th
em

se
lv

es
).”


“R

ea
l e

xi
st

in
g 

co
de

 d
oe

s 
no

t c
on

fo
rm

 to
 th

e 
ru

le
s 

no
w

 b
ei

ng
 

en
fo

rc
ed

 b
y 

co
m

pi
le

rs
.”


“In

de
ed

 o
fte

n 
it 

ca
n 

be
 v

er
y 

ha
rd

 to
 w

rit
e 

ne
w

 c
od

e 
w

hi
ch

 
do

es
 c

on
fo

rm
 to

 th
e 

ru
le

s,
 e

ve
n 

if 
yo

u 
kn

ow
 w

ha
t t

he
 ru

le
s 

ar
e 

an
d 

ta
ke

 g
re

at
 c

ar
e.

”


R
ec

om
m

en
de

d 
ch

an
gi

ng
 D

eb
ia

n’
s 

“d
ef

au
lt 

co
m

pi
le

r o
pt

io
ns

 
to

 fa
vo

ur
 s

af
et

y,
 a

nd
 p

ro
vi

de
 m

or
e 

tra
di

tio
na

l s
em

an
tic

s.
”

11

So
ur

ce
: I

an
 J

ac
ks

on
 (U

K)
, “

Su
bj

ec
t: 

R
e:

 P
ac

ka
gi

ng
 o

f s
ta

tic
 li

br
ar

ie
s”

,
13

 A
pr

 2
01

6 
13

:2
9:

05
 +

01
00

, h
ttp

s:
//l

w
n.

ne
t/A

rti
cl

es
/6

84
42

0/



D
ea

lin
g 

w
ith

 u
nd

ef
in

ed
 b

eh
av

io
r


D

on
’t 

ha
ve

 to
ta

lly
 u

nd
ef

in
ed

 b
eh

av
io

r


Bo
un

d 
it 

in
 s

om
e 

w
ay

 (e
.g

., 
“im

pl
em

en
ta

tio
n 

m
ay

 
do

 X
 o

r Y
…

”)


M
ak

e 
w

he
re

 it
 o

cc
ur

s 
“o

bv
io

us
”


Li

m
it 

w
he

re
 it

 c
an

 b
e 

us
ed

 (“
un

sa
fe

” m
od

e)


Ba
ck

w
ar

ds
-c

om
pa

tib
le

 s
ol

ut
io

ns


Ad
d 

op
tio

ns
 to

 d
ef

in
e 

th
e 

un
de

fin
ed


Ad

d 
to

ol
s/

st
yl

e 
ch

ec
ke

rs
 to

 d
et

ec
t u

nd
ef

in
ed

 
co

ns
tru

ct
s


D

em
an

d 
st

an
da

rd
s 

bo
di

es
 b

ou
nd

 b
eh

av
io

r &
 

ju
st

ify
 e

ve
ry

 u
nd

ef
in

ed
 b

eh
av

io
r

12



St
at

ic
 ty

pi
ng

: T
he

 g
re

at
 d

eb
at

e


St

at
ic

 v
s.

 d
yn

am
ic

 ty
pi

ng
 e

xp
ec

ta
tio

ns
 (&

 m
y 

ex
pe

rie
nc

e)
:


St

at
ic

 ty
pi

ng
 s

ho
ul

d 
in

cr
ea

se
 li

ke
lih

oo
d 

of
 c

om
pi

le
-ti

m
e 

er
ro

r d
et

ec
tio

n,
 s

pe
ed

 ru
nt

im
e,

 p
ro

vi
de

 b
et

te
r e

di
t-t

im
e 

in
fo

rm
at

io
n,

 &
 e

as
e 

la
te

r d
oc

um
en

ta
tio

n


Ty
pe

 in
fo

 d
oe

s 
ta

ke
 ti

m
e 

to
 w

rit
e,

 d
eb

ug
, m

ai
nt

ai
n


D

yn
am

ic
 ty

pi
ng

 s
ho

ul
d 

sp
ee

d 
co

de
 

de
ve

lo
pm

en
t/m

od
ifi

ca
tio

n 
(d

on
’t 

ne
ed

 to
 id

en
tif

y 
ty

pe
s)


M

an
y 

“re
al

 s
ys

te
m

s”
 c

re
at

e 
te

st
 c

as
es

 th
at

 p
ar

tly
 d

up
lic

at
e 

st
at

ic
 

ty
pi

ng
 c

he
ck

s,
 re

du
ci

ng
 ti

m
e 

sa
ve

d 
(c

om
m

on
 in

 R
ub

y)


Le
ar

n 
fro

m
 e

ac
h 

ot
he

r!


St
at

ic
 ty

pi
ng

: E
m

ph
as

iz
e 

sp
ee

di
ng

 c
od

e 
de

ve
lo

pm
en

t b
y 

re
du

ci
ng

 w
ha

t d
ev

el
op

er
 n

ee
ds

 to
 d

ec
la

re
/k

no
w

 (e
.g

., 
ty

pe
 

in
fe

re
nc

e 
(M

L,
 O

C
am

l, 
H

as
ke

ll,
 S

ca
la

, F
#,

 ~
C

#,
 ~

C
++

))


W
or

di
ne

ss
 n

ot
go

od
, n

ot
th

e 
sa

m
e 

as
 c

la
rit

y 
(o

fte
n 

op
po

si
te

)


D
yn

am
ic

 ty
pi

ng
: F

in
d 

w
ay

s 
to

 g
ai

n 
(s

om
e)

 s
ta

tic
 ty

pe
 

be
ne

fit
s 

(e
.g

., 
ad

d 
(o

pt
io

na
l) 

st
at

ic
 ty

pi
ng

 (F
lo

w
, 

Ty
pe

Sc
rip

t, 
Py

th
on

, C
om

m
on

 L
is

p,
 …

))
13



Pr
e-

/p
os

t-c
on

di
tio

ns
 &

 in
va

ria
nt

s


H

av
e 

a 
st

an
da

rd
w

ay
 to

 p
ro

vi
de

 p
re

-
co

nd
iti

on
s,

 p
os

t-c
on

di
tio

ns
, i

nv
ar

ia
nt

s


U
se

fu
l f

or
 te

st
s,

 fo
rm

al
 v

er
ifi

ca
tio

n,
 o

pt
im

iz
at

io
n


So

m
e 

la
ng

ua
ge

s 
bu

ild
 in

 (w
hi

ch
 is

 g
re

at
!)


Ad

a 
20

12
 a

dd
ed

, S
PA

R
K 

sw
itc

he
d 

to
 it


Ei

ffe
l


So

m
e 

la
ng

ua
ge

s 
ha

ve
 d

e 
fa

ct
o 

st
an

da
rd


C

: A
C

SL
 (v

ia
 F

ra
m

a-
C

)


Ja
va

: J
av

a 
M

od
el

in
g 

La
ng

ua
ge

 (J
M

L)


C
om

m
en

t-b
as

ed
 s

ys
te

m
s 

ra
re

ly
 u

se
d 

fo
r 

op
tim

iz
at

io
n

14



U
se

 c
le

ar
 n

am
es

 &
 m

en
ta

l m
od

el
s


C

ho
os

e 
na

m
es

 c
ar

ef
ul

ly


C
le

ar
 n

am
es

 &
 m

en
ta

l m
od

el
s 

gr
ea

tly
ea

se
 

co
rr

ec
tu

nd
er

st
an

di
ng


O

fte
n 

ha
rd

 to
 c

ha
ng

e 
na

m
e 

la
te

r


H
av

e 
& 

us
e 

a 
si

ng
le

 n
am

in
g 

co
nv

en
tio

n


ca
m

el
C

as
e

/ u
nd

er
sc

or
e_

ca
se

, “
?”

 a
t e

nd
, e

tc
.


Be

w
ar

e:
 B

oo
le

an
 p

ar
am

et
er

 n
am

es


U
sa

ge
 o

fte
n 

la
ck

s 
co

nt
ex

t (
on

ly
 tr

ue
 o

r f
al

se
)


In

st
ea

d 
of

 “m
el

te
d”

 c
on

si
de

r m
or

e 
sp

ec
ifi

c 
na

m
e 

(is
M

el
te

d,
 a

llo
w

M
el

te
d,

 …
)

15



Er
ro

r h
an

dl
in

g


R

ea
l w

or
ld

 c
au

se
s 

m
an

y 
er

ro
rs


M

an
y 

pr
og

ra
m

s 
ar

e 
m

os
tly

er
ro

r h
an

dl
in

g


N
ee

d 
ea

sy
-to

-u
se

 p
ro

gr
am

m
in

g 
m

ec
ha

ni
sm

s 
fo

r 
ha

nd
lin

g 
er

ro
rs


Ex

ce
pt

io
ns

 w
id

el
y 

us
ed

/u
nd

er
st

oo
d


Sc

he
m

e 
fin

al
ly

 a
dd

ed
 th

em
 in

 R
6R

S


So
 C

 is
 th

e 
on

ly
 w

id
el

y 
us

ed
 la

ng
ua

ge
 la

ck
in

g 
th

em


W
id

e 
us

e 
& 

un
de

rs
ta

nd
in

g 
he

lp
fu

l


O
fte

n 
ea

sy
 to

 n
ot

ha
nd

le
 w

he
n 

yo
u 

sh
ou

ld


R
et

ur
n 

er
ro

r c
od

es
 e

as
ily

 im
pl

em
en

te
d


Bu

t e
as

ily
 ig

no
re

d 
& 

so
m

et
im

es
 o

ve
rla

p 
da

ta


Al
te

rn
at

iv
e:

 H
as

ke
ll 

“M
ay

be
 a

 =
 N

ot
hi

ng
 | 

Ju
st

 a
”


As

 e
ffi

ci
en

t a
s 

er
ro

r r
et

ur
n,

 b
ut

 c
ou

nt
er

s 
its

 p
ro

bl
em

s

16



D
es

ig
n 

pr
oc

es
s 

(1
)


La

ng
ua

ge
 s

ys
te

m
s 

sh
ou

ld
 s

up
po

rt 
de

si
gn


E.

g.
, S

al
tz

er
 &

 S
ch

ro
ed

er
 p

rin
ci

pl
es


Ec

on
om

y 
of

 m
ec

ha
ni

sm
 (s

im
pl

e 
de

si
gn

)


Pr
ov

id
e 

fo
r c

om
m

on
 c

as
es


La

ng
ua

ge
: E

as
y/

ef
fic

ie
nt

/s
af

e 
co

nc
ur

re
nc

y


Li
br

ar
ie

s:
 U

ni
co

de
 s

tri
ng

, w
eb

 fr
am

ew
or

k,
 e

tc
.


Fa

il-
sa

fe
 d

ef
au

lts
/c

om
pl

et
e 

m
ed

ia
tio

n


Ea
se

 im
pl

em
en

ta
tio

n 
of

 “d
en

y 
by

 d
ef

au
lt”


Le

as
t c

om
m

on
 m

ec
ha

ni
sm


M

in
im

iz
e 

sh
ar

in
g 

w
ith

 d
iff

er
en

t p
riv

ile
ge

s


E.
g.

, p
ac

ka
ge

 in
st

al
le

r s
ho

ul
d 

av
oi

d 
us

in
g 

/tm
p

17



D
es

ig
n 

pr
oc

es
s 

(2
)


Le

as
t p

riv
ile

ge


Pr
ov

id
e 

ba
si

cs
 to

 m
in

im
iz

e 
pr

iv
ile

ge
s 

gr
an

te
d,

 ti
m

e 
gr

an
te

d


Ea
se

 d
iv

id
in

g 
so

ftw
ar

e 
in

to
 d

iff
er

en
tly

 p
riv

ile
ge

d 
co

m
po

ne
nt

s 
th

at
 c

om
m

un
ic

at
e 

w
ith

 e
ac

h 
ot

he
r &

 
ca

n’
t s

ub
ve

rt 
th

e 
ot

he
r


Pa

ck
ag

e 
m

an
ag

er
 &

 to
ol

s 
sh

ou
ld

 w
or

k 
w

ith
 fe

w
er

 
pr

iv
ile

ge
s


Ps

yc
ho

lo
gi

ca
l a

cc
ep

ta
bi

lit
y


D

es
ig

n 
fo

r “
le

as
t a

st
on

is
hm

en
t” 

(e
.g

., 
w

ha
t d

oe
s 

th
at

 
co

ns
tru

ct
 m

ea
n?

 w
he

n 
is

 th
e 

ne
tw

or
k 

ac
ce

ss
ed

?)


In
pu

t v
al

id
at

io
n 

w
ith

 w
hi

te
lis

ts


Pr
ov

id
e 

ea
sy

 li
br

ar
ie

s 
fo

r i
np

ut
 v

al
id

at
io

n 
(re

ge
x 

fo
r 

ge
ne

ra
l c

as
e,

 H
TM

L,
 U

R
L,

 e
m

ai
l a

dd
re

ss
, …

)

18



D
es

ig
n 

pr
oc

es
s 

(3
)


Se

le
ct

io
n 

of
 p

ro
gr

am
m

in
g 

la
ng

ua
ge

 &
 

co
m

po
ne

nt
s 

ar
e 

ke
y 

de
si

gn
 d

ec
is

io
ns


Ea

se
 s

el
ec

tio
n 

of
 li

br
ar

y 
co

m
po

ne
nt

s


Pa
ck

ag
e 

m
an

ag
er

 s
ho

ul
d 

do
w

nl
oa

d 
se

cu
re

ly


At
 le

as
t H

TT
PS


Ev

en
 b

et
te

r: 
Si

gn
at

ur
es

 th
at

 c
an

 c
ou

nt
er

 re
po

 s
ub

ve
rs

io
ns


Ea

se
 id

en
tif

ic
at

io
n 

of
 w

ha
t’s

 m
or

e/
le

ss
 u

se
d


Se

e:
 T

he
 U

pd
at

e 
Fr

am
ew

or
k 

(T
U

F)


H
av

e 
a 

st
an

da
rd

 s
ty

le
 g

ui
de


N

ob
od

y 
lik

es
 e

nd
le

ss
 a

rg
um

en
ts

 o
ve

r s
ty

le


H
av

e 
au

to
m

at
ed

 to
ol

(s
) t

ha
t e

nf
or

ce
 it


U

na
ut

om
at

ed
 “r

ul
es

” m
ea

ns
 “d

oe
sn

’t 
m

at
te

r” 
–

de
si

gn
 

yo
ur

 la
ng

ua
ge

 s
ys

te
m

 th
at

 w
ay

19



Im
pl

em
en

ta
tio

n 
pr

oc
es

s 
(1

)


La

ng
ua

ge
/li

br
ar

ie
s:

 c
ou

nt
er

 c
om

m
on

 p
ro

bl
em

s


O
W

AS
P 

to
p 

10
, C

W
E/

SA
N

S 
to

p 
25

, N
SA

 C
AS

 li
st


Bu

ffe
r o

ve
rfl

ow


D
on

’t 
al

lo
w

 o
r a

llo
w

 o
nl

y 
in

 “u
ns

af
e”

 m
od

e


C
ro

ss
-s

ite
 s

cr
ip

tin
g 

(X
SS

)


N
ee

d 
te

m
pl

at
es

 to
 “e

sc
ap

e 
co

rre
ct

ly
 b

y 
de

fa
ul

t”


Au
to

-e
sc

ap
e 

(e
.g

., 
R

ub
y 

on
 R

ai
ls

’ S
af

eB
uf

fe
r)


Sa

fe
Bu

ffe
r =

 “a
lre

ad
y 

pr
op

er
ly

 e
sc

ap
ed

 H
TM

L”


Ap
pe

nd
in

g 
St

rin
g 

S 
to

 S
af

eB
uf

fe
r a

ls
o 

es
ca

pe
s 

S


Ap
pe

nd
in

g 
Sa

fe
Bu

ffe
r t

o 
Sa

fe
Bu

ffe
r j

us
t a

pp
en

ds


Sp
ec

ia
l o

pe
ra

tio
n 

co
nv

er
ts

 S
tri

ng
 to

 S
af

eB
uf

fe
r u

ne
sc

ap
ed


O

ut
pu

t g
en

er
at

ed
 a

s 
a 

Sa
fe

Bu
ffe

r

20



Im
pl

em
en

ta
tio

n 
pr

oc
es

s 
(2

)


SQ

L 
in

je
ct

io
n


Pr

ov
id

e 
O

bj
ec

t-R
el

at
io

na
l M

ap
pi

ng
 (O

R
M

) i
n 

a 
co

m
m

on
 li

br
ar

y 
to

 e
lim

in
at

e 
m

an
y 

pr
ob

le
m

s


Pr
ov

id
e 

pr
ep

ar
ed

 s
ta

te
m

en
ts


Th

es
e 

ne
ed

 to
 w

or
k 

w
ith

 m
ul

tip
le

 p
op

ul
ar

 D
BM

Ss


M
ak

e 
cl

ea
r t

ha
t s

tri
ng

 c
on

ca
te

na
tio

n 
of

 u
se

r 
da

ta
 c

om
bi

ne
d 

w
ith

 e
xe

c 
is

 d
an

ge
ro

us


O
th

er
 in

je
ct

io
n


Pr

ov
id

e 
pr

ep
ar

ed
-s

ta
te

m
en

t-l
ik

e 
in

te
rfa

ce
s


H

av
e 

m
ar

sh
al

/u
nm

ar
sh

al
 m

ec
ha

ni
sm

s 
sa

fe
 

fo
r u

nt
ru

st
ed

 d
at

a 
(v

s.
 X

XE
, p

ic
kl

e,
 e

tc
.)

21



Ve
rif

ic
at

io
n 

pr
oc

es
s:

 D
yn

am
ic

 (1
)


H

av
e 

a 
st

an
da

rd
 re

co
m

m
en

de
d 

te
st

 fr
am

ew
or

k


O
th

er
w

is
e 

pe
op

le
 n

ee
d 

to
 d

ec
id

e 
w

hi
ch

 o
ne

 to
 u

se


Te
st

 fr
am

ew
or

k 
sh

ou
ld

 m
ea

su
re

 a
t l

ea
st

 s
ta

te
m

en
t &

 
br

an
ch

 c
ov

er
ag

e


Ba
d 

te
st

 s
ui

te
s 

ca
n 

ha
ve

 g
oo

d 
co

ve
ra

ge
, b

ut
 b

ad
 c

ov
er

ag
e 

al
w

ay
s 

m
ea

ns
 a

 b
ad

 te
st

 s
ui

te


R
ub

y 
<2

.5
 d

id
n’

t s
up

po
rt 

br
an

ch
 c

ov
er

ag
e,

 a
nd

 e
ve

n 
no

w
 

m
os

t R
ub

y 
te

st
 s

up
po

rt 
to

ol
s 

do
n’

t s
up

po
rt 

br
an

ch
 c

ov
er

ag
e


La

ng
ua

ge
/k

ey
 li

br
ar

ie
s 

m
us

t h
av

e 
go

od
 

au
to

m
at

ed
 te

st
s


O

r t
he

y 
w

on
’t 

be
 tr

us
tw

or
th

y 
en

ou
gh

 fo
r y

ou
r u

se
rs


“D

og
fo

od
” y

ou
r t

es
t f

ra
m

ew
or

k 
to

 m
ak

e 
it 

go
od

22



Ve
rif

ic
at

io
n 

pr
oc

es
s:

 D
yn

am
ic

 (2
)


In

cl
ud

e 
bu

ilt
-in

 “a
ss

er
t” 

(“a
lw

ay
s 

tru
e”

)


Tr
iv

ia
l t

o 
im

pl
em

en
t, 

bu
t p

ai
nf

ul
 if

 th
er

e’
s 

no
 

st
an

da
rd

 w
ay

 to
 d

o 
it


As

se
rt 

w
as

 re
qu

ire
d 

by
 S

te
el

m
an

 (A
da

 
re

qu
ire

m
en

ts
) i

te
m

 1
0F

, y
et

 n
ot

 a
dd

ed
 u

nt
il 

Ad
a 

20
05


En

ab
le

 c
on

tro
l o

f c
he

ck
in

g 
as

se
rti

on
s 

& 
w

ha
t 

ha
pp

en
s 

if 
on

e 
fa

ils


Su
pp

or
t Q

ui
ck

C
he

ck
-li

ke
 c

ap
ab

ilit
y


O

rig
in

al
ly

 fr
om

 H
as

ke
ll 

–
qu

ic
kl

y 
se

nd
s 

in
 a

 fe
w

 
ra

nd
om

 v
al

id
 v

al
ue

s 
& 

ch
ec

ks
 fo

r v
al

id
 re

su
lts


M

an
y 

la
ng

ua
ge

s 
ha

ve
 it

 –
m

ak
e 

su
re

 y
ou

rs
 d

oe
s

23



Ve
rif

ic
at

io
n 

pr
oc

es
s:

 D
yn

am
ic

 (3
)


Pr

ov
id

e 
su

pp
or

ts
 fo

r f
uz

z 
te

st
in

g


Fu
zz

 te
st

in
g 

= 
Se

nd
 a

 v
er

y 
la

rg
e 

nu
m

be
r o

f 
in

pu
ts

 &
 m

on
ito

r p
ro

gr
am

 to
 d

et
ec

t p
ro

bl
em

s


Ai
de

d 
by

 a
ss

er
tio

ns
, p

re
-/p

os
t-c

on
di

tio
ns

, 
in

va
ria

nt
s


Ke

y 
ne

ed
: F

as
t s

ta
rtu

p/
re

st
ar

t o
f f

un
ct

io
n/

 
lib

ra
ry

/ p
ro

gr
am

 s
o 

ca
n 

ex
ec

ut
e 

m
or

e 
te

st
s


Am

er
ic

an
 F

uz
zy

 L
op

 (A
FL

) s
ur

pr
is

in
gl

y 
po

w
er

fu
l b

y 
m

on
ito

rin
g 

“n
um

be
r o

f 
ex

ec
ut

io
ns

” o
n 

ea
ch

 b
ra

nc
h


M

ak
e 

it 
ea

sy
 to

 g
et

 th
at

 in
fo

rm
at

io
n!

24



Ve
rif

ic
at

io
n 

pr
oc

es
s:

 S
ta

tic
 (1

)


Ea

se
 c

re
at

in
g 

st
at

ic
 a

na
ly

si
s 

to
ol

s


Pr
ov

id
e 

lib
ra

rie
s/

AP
Is

 to
 g

et
 d

at
a 

ab
ou

t 
pr

og
ra

m


O
rg

an
iz

at
io

ns
 re

po
rt 

th
at

 a
na

ly
se

s 
sp

ec
ia

liz
ed

 fo
r t

he
ir 

sp
ec

ifi
c 

ta
rg

et
 o

f 
ev

al
ua

tio
n 

(T
O

E)
 a

re
 e

sp
ec

ia
lly

 e
ffe

ct
iv

e


Fo
rm

al
 m

et
ho

ds
 (F

M
) s

up
po

rt


R
ig

or
ou

sl
y 

de
fin

e 
la

ng
ua

ge
 s

em
an

tic
s

25



Ve
rif

ic
at

io
n 

pr
oc

es
s:

 S
ta

tic
 (2

)


Be

w
ar

e:
 F

M
 s

pe
ci

fic
at

io
ns

 a
re

 w
rit

te
n 

in
 F

M
 

la
ng

ua
ge

s 
& 

er
ro

rs
 c

an
 a

ls
o 

ha
pp

en
 in

 th
em

!


Em
pt

y 
ty

pe
s 

co
nf

us
e 

hu
m

an
s:


∀

X 
m

ar
tia

n(
X)

→
gr

ee
n(

X)
 “A

ll 
M

ar
tia

ns
 a

re
 g

re
en

”

∀

X 
m

ar
tia

n(
X)

→
¬g

re
en

(X
) “

Al
l M

ar
tia

ns
 a

re
 n

ot
 g

re
en

”


Bo
th

 s
ta

te
m

en
ts

 a
re

 tr
ue

if 
th

er
e 

ar
e 

no
 M

ar
tia

ns


D
ev

is
e 

no
ta

tio
ns

 to
 c

ou
nt

er
 (e

.g
., 

PV
S 

“+
” f

or
 n

ot
 

em
pt

y)
*


C

om
m

on
 m

is
ta

ke
: ∃

…
→

…
 (u

su
al

ly
 u

se
 ∧

, n
ot

 →
)


En

gl
is

h 
“a

nd
” a

nd
 “o

r” 
do

n’
t t

ra
ns

la
te

 e
xa

ct
ly


D

ev
is

e 
la

ng
ua

ge
 o

r s
ty

le
 c

he
ck

er
s 

to
 c

ou
nt

er
/ 

de
te

ct
 c

om
m

on
 e

rro
rs

 in
 F

M
 n

ot
at

io
n 

to
o!

26
* 

O
ne

 id
ea

 is
 th

e 
“a

lls
om

e”
 q

ua
nt

ifi
er

 “
∀!

” 
-s

ee
 h

ttp
s:

//d
w

he
el

er
.c

om
/e

ss
ay

s/
al

ls
om

e.
ht

m
l



Su
st

ai
nm

en
t


U

su
al

ly
 a

 te
rri

bl
e 

id
ea

 to
 re

w
rit

e 
bi

g 
pr

og
ra

m
s*


Su

pp
or

t i
nc

re
m

en
ta

l m
ai

nt
en

an
ce

 o
ve

r t
im

e


Le
t p

eo
pl

e 
m

ak
e 

pa
rti

al
 c

ha
ng

es
 o

ve
r t

im
e


Le

ar
n 

fro
m

 th
e 

Py
th

on
 2

->
3 

tra
ns

iti
on

 tr
ai

n 
w

re
ck


In

cl
ud

e 
st

an
da

rd
 m

ec
ha

ni
sm

 to
 d

ep
re

ca
te

in
te

rfa
ce

 w
ith

 c
le

ar
 c

om
pi

le
/te

st
 ti

m
e 

no
tif

ic
at

io
n


En

ab
le

s 
in

cr
em

en
ta

l i
m

pr
ov

em
en

t


Av
oi

d 
“s

ile
nt

” c
ha

ng
es

 o
f s

em
an

tic
s


In

 g
en

er
al

, u
se

 n
ew

 m
et

ho
d/

na
m

e/
pa

ra
m

et
er


Su

pp
or

t r
ef

ac
to

rin
g 

(a
ut

om
at

ic
al

ly
 if

 p
os

si
bl

e)


Pa
ck

ag
e 

m
an

ag
er

 s
ho

ul
d 

de
te

ct
 c

om
po

ne
nt

s 
w

ith
 

vu
ln

er
ab

ilit
ie

s 
/ o

ld
, e

na
bl

e 
ea

sy
 u

pd
at

e

27
*F

or
 m

or
e,

 se
e 

“I
f i

t w
or

ks
, i

t’s
 le

ga
cy

: a
na

ly
si

s o
f l

eg
ac

y 
co

de
” 

by
 D

av
id

 A
. W

he
el

er
,

ht
tp

s:
//w

w
w.

ad
ac

or
e.

co
m

/s
ou

nd
-s

ta
tic

-a
na

ly
si

s-
w

or
ks

ho
p/

pr
og

ra
m

/w
he

el
er

-ta
lk



D
es

id
er

at
a 

fo
r d

ev
el

op
m

en
t t

oo
ls


Be

 u
sa

bl
e 

w
hi

le
 d

is
co

nn
ec

te
d 

fro
m

 th
e 

In
te

rn
et


Be

 u
sa

bl
e 

in
 a

 s
an

db
ox

 (l
im

ite
d 

pr
iv

ile
ge

)


R
un

 e
ve

n 
w

he
re

 d
ev

el
op

er
s 

ar
en

’t 
fu

lly
 tr

us
te

d


D
O

 N
O

T 
as

k 
fo

r m
or

e 
pr

iv
ile

ge
s 

th
an

 c
le

ar
ly

 n
ee

de
d


If 

yo
u 

do
n’

t n
ee

d 
to

 w
rit

e,
 d

on
’t 

as
k 

fo
r t

he
 p

riv
ile

ge


Al
lo

w
 re

pe
at

ab
le

 re
-e

xe
cu

tio
n 

(v
er

ify
 re

su
lts

)


Ti
m

e-
ba

se
d 

he
ur

is
tic

s 
fo

r “
gi

vi
ng

 u
p”

 a
re

 a
 p

ro
bl

em
 in

 
st

at
ic

 a
na

ly
si

s,
 b

ec
au

se
 it

’s
 n

ot
 re

pe
at

ab
le


M

ak
e 

it 
ea

sy
 to

 c
he

ck
-in

 in
pu

ts
 a

nd
 re

su
lts

 (v
er

ify
 

re
su

lts
)


C

on
si

de
r r

el
ea

si
ng

 th
e 

to
ol

s 
as

 O
SS

 (r
ev

ie
w

ab
ilit

y)
28



C
on

cl
us

io
ns


Pr

og
ra

m
m

in
g 

la
ng

ua
ge

 s
ys

te
m

s 
ca

n
be

 
de

si
gn

ed
 to

 im
pr

ov
e 

re
si

lie
nc

e


Pr
og

ra
m

m
in

g 
la

ng
ua

ge
, l

ib
ra

rie
s/

fra
m

ew
or

ks
, 

to
ol

s,
 e

tc
.


Be

st
 to

 d
o 

up
 fr

on
t


Yo

u 
m

ay
 b

e 
ab

le
 to

 m
ak

e 
so

m
e 

in
cr

em
en

ta
l 

im
pr

ov
em

en
ts

 to
 e

xi
st

in
g 

sy
st

em
s


Bu

t t
he

ir 
de

ve
lo

pe
rs

 m
us

t c
on

si
de

r i
t


If 

yo
u 

do
n’

t w
or

k 
to

w
ar

d 
it,

 y
ou

 w
on

’t 
ge

t i
t

29



 

Standard Form 298 (Rev. 8-98) 
Prescribed by ANSI Std, Z39.18 

REPORT DOCUMENTATION PAGE Form Approved  
OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching 
existing data sources, gathering and maintaining the data needed, and completing and reviewing this collection of information. Send comments regarding this 
burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Department of Defense, Washington 
Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-
4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a 
collection of information if it does not display a currently valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS. 

1. REPORT DATE (DD-MM-YY) 2. REPORT TYPE 3. DATES COVERED (From – To) 

00-11-18 Non-Standard  
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER 

Approaches to Cyber-Resilience through Language System Design HQ0034-14-D-0001       
5b. GRANT NUMBER 

5c. PROGRAM ELEMENT NUMBERS 

6. AUTHOR(S) 5d. PROJECT NUMBER 

David A. Wheeler ITSDPB 
5e.  TASK NUMBER 

 
5f. WORK UNIT NUMBER 

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESSES 8. PERFORMING ORGANIZATION REPORT 
NUMBER 

NS D-10330 Institute for Defense Analyses 
4850 Mark Center Drive 
Alexandria, VA 22311-1882 
9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR’S / MONITOR’S ACRONYM 

IDA Institute for Defense Analyses 
 11. SPONSOR’S / MONITOR’S REPORT 

NUMBER(S) 

12.  DISTRIBUTION / AVAILABILITY STATEMENT 

Approved for public release; distribution is unlimited.  
13.  SUPPLEMENTARY NOTES 

Project Leader:  David A. Wheeler 
14.  ABSTRACT 

Current software often does not do what users wish due to defects, including security vulnerabilities.  The defects (including 
vulnerabilities) may be unintentional or intentionally inserted.  This presentation argues that it is possible to design, select, 
and modify our programming systems to reduce the presence or impact of defects, and in some cases eliminate them entirely.  
This involves designing or modifying our programming languages, style checkers/enforcers, libraries, frameworks, package 
managers, and other software development infrastructure to counter these defects.  The presentation does this by identifying 
many approaches that can be applied to the programming language (including its syntax and semantics) and development 
processes (specifically design, implementation, verification, and sustainment).  The myriad approaches demonstrate that 
programming systems can be designed to improve resilience.  It is best to do it up front, but some incremental improvements 
can also be made to existing systems.  In conclusion, if we want to reduce software defects, programming system developers 
must consider countering defects as an important objective. 
15.  SUBJECT TERMS 

Software development, programming, defects, security vulnerabilities, software assurance, countering vulnerabilities, 
countering attack, cybersecurity, cyber security, computer security, software development environment, software 
engineering environment, programming systems, defect reduction, quality assurance, Ada, undefined behavior, style 
checkers, cross-site scripting, XSS, SQL injection, injection, package managers, secure software, designing programming 
languages 

16.  SECURITY CLASSIFICATION OF: 
17. LIMITATION OF 

ABSTRACT 

Unlimited 

18. NUMBER  
OF PAGES 

32 

19a. NAME OF RESPONSIBLE PERSON 
Institute for Defense Analyses 

a. REPORT b. ABSTRACT c. THIS PAGE 19b. TELEPHONE NUMBER (Include Area 
Code) 

Unclassified Unclassified Unclassified 



 

2 

 


	Approaches to Cyber-Resilience through Language System Design�
	The problem
	The question
	Outline (for rest of talk)
	Programming language: Syntax (1)
	Programming language: Syntax (2)
	Programming language: Syntax of comments
	Programming language: Semantics
	Programming language: Undefined constructs
	Undefined behavior: (Simplified) Linux kernel security flaw #1
	Undefined behavior: (Simplified) Linux kernel security flaw #2
	C undefined behavior: Getting worse
	Dealing with undefined behavior
	Static typing: The great debate
	Pre-/post-conditions & invariants
	Use clear names & mental models
	Error handling
	Design process (1)
	Design process (2)
	Design process (3)
	Implementation process (1)
	Implementation process (2)
	Verification process: Dynamic (1)
	Verification process: Dynamic (2)
	Verification process: Dynamic (3)
	Verification process: Static (1)
	Verification process: Static (2)
	Sustainment
	Desiderata for development tools
	Conclusions
	Blank Page



